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1. Problem

Briefly describe the social problem addressed by the project or activity (product, study,
grant/sponsorship, etc). Max. 100 words.

Time synchronisation based on the NTP protocol is vital for the internet to function properly.
However, the NTP landscape is diffuse. Many time service providers are not sufficiently
transparent regarding the details of their services, or do not adequately assure service quality.
As aresult, it is hard to make a sound, well-informed choice about which public NTP service
to use. Users consequently run the risk of selecting NTP servers that are not sufficiently
reliable, with potentially adverse implications for the quality of their own time-dependent
services. In addition, the IEEE-1588 PTP-protocol, for more specific applications, is
downright scarce. SIDN plays a major rol in the proper functioning of the internet. Time
synchronization using the NTP protocol is part of this. (In line with our strategy: Future-proof
internet and major step 3: increasing internet security through research and translating this
into solutions and services.

2. Solution

Describe the solution that you have devised (project/product/activity). Max. 100 words.

With a view to addressing the problem outlined above, raising the profile of the time
synchronisation theme, emphasising its importance and keeping it in the spotlight, SIDN
Labs has set up a reliable, transparent public NTP service.

The service's distinctive features include the use of modern standards (NTS, DNSSEC, IPv6),
up-to-date firmware, clear documentation, various redundant reference clocks, proper
management and clear privacy assurances.

For certain highly specialised applications, a PTP signal subscription service
('time-as-a-service') is also available. Finally, access to the NTP query traffic processed by
TimeNL enables us to study the NTP infrastructure.

3. Target audience/market

Describe and characterise the target audience/users. Max. 100 words.

For NTP: all internet users. Users include those who have explicitly configured their systems
to use TimeNL, and those that use the NTP Pool, which is the default time provider used by a
lot of software.

We have so far received 3 PTP service requests, which are currently under consideration, with
a view to establishing whether and, if so, how we can provide the requested service. In that

context, we hope to carry out a pilot.

Our NTP service is also used for the synchronisation of our internal systems.

4. Impact

Describe the added value of the project.

A - What direct value/benefits does the project or activity have for the target audience?
Max. 60 words.

The project has direct added value for people and organisations with an interest in a good,
reliable public NTP service. For example, the service is designed to avoid total reliance on the
US GPS system, by utilising the European Galileo system as well. Our system also has
multiple fallback mechanisms, including synchronisation with Germany's DCFo77 signal, and
the option of falling back on a rubidium holdover atomic clock. In addition, people can
contact us with questions or feedback.

B - What is the societal value of the project or activity; what public interest does it serve?
Max. 60 words.

The societal added value of the project is that, through TimeNL, we are able to contribute to
and promote awareness of the core internet protocols (in this case, specifically NTP), and to
provide a high-quality NTP-based service for and from within the Netherlands.

C - What quantitative and qualitative impact is sought within 5 years; what constitutes success
for this project/activity? Max. 6o words.

In the long term, the service can become a Dutch institution, on a par with the similar but
currently more advanced initiative in Sweden, featuring both NTP and PTP-based
time-as-a-service. Another possibility is that ultimately, instead of or as well as operating a
service ourselves, we use pilots with partners as a basis for packaging our know-how as a
blueprint for use by other parties that wish to set up similar services.

5. Context

In what respects is the solution provided by the product or activity better or more sustainable
than the existing alternatives? Max. 6o words.

The TimeNL NTP and PTP service is a transparent, public time synchronisation service that
respects user privacy and follows modern internet standards. The service runs on high-quality
hardware and is professionally operated. In addition, people can contact the operators with
questions or feedback.
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6. Marketing and communication

What channels and communications media are used to reach the target audience?
Max. 6o words.

We publicise TimeNL via our normal channels (SIDN website, Twitter, LinkedIn) and via the
dedicated TimeNL website https://time.nl. In addition, we seek to generate interest on
third-party platforms, e.g. Tweakers. We also conduct related research and publish the
findings in the form of papers. Finally, we actively participate in a variety of forums and
mailing lists popular with the target audience.

7. Assumptions

What assumptions are made, for example about how the product, application or activity will
contribute to bringing about the desired change? Max. 6o words.

TimeNL is not only a practical, high-quality service, but also a vehicle for raising the profile of
SIDN (Labs) by fulfilling our mission and sharing our expertise in a practical, tangible
manner. Furthermore, we believe that, by publicising this subject in various ways, we can
inspire others to get involved.

8. Input

What input is required for the project to succeed? Inputs to be considered include funding,
human resources, partnerships, consultancy, etc. Max. 6o words.

Having been set up by a single SIDN Labs researcher in 2019, the project had cost roughly
EUR 30k (end 2021). For the future reliability and availability of the service, it is important
that its management is further embedded within the ICT operation. The regular maintenance
is not labour-intensive. The operating costs (e.g. bandwidth) are also modest. In the long
term, the further development of TimeNL would benefit from the involvement of partners.
We have already been approached by market players regarding possible partnerships.

9. Financial sustainability

How will the project be made financially sustainable; what will be done to secure financial
sustainability? Max. 6o words.

Like the .nl DNS service that we make available to the internet community, the TimeNL
public NTP service cannot easily be made financially sustainable. It is likely that the only
option is to continue providing the service free of charge. The service already has millions of
users.
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